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Summary:  This article provides url for 2Factor,2FA,MFA,Microsoft,O365,Email,Prompt

https://aka.ms/mfasetup
Click Above
Sign in to your account
If multiple users use the email provided add more then one multiple factor authentication method
IE.  Cell Phone for User1
Office Phone for User2
MultiFactor Authentication App like Authy, Microsoft Authenticator or other

Turn on for everyone

Office 365 MFA User Setup

Note: If using Authy or something besides Microsoft you have to click "Use Verification Code"
then select the link Configure app without notifications
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https://wiki.angelcom.com/uploads/images/gallery/2022-09/0hXimage.png


https://wiki.angelcom.com/uploads/images/gallery/2023-10/ukVimage.png


If a user has their email and/or password compromised, please follow the instructions below as
quickly as possible to secure the account.

1.    Reset User Password in the Office 365 admin page, Admin Portal Users>Active Users

2.    Sign user out of every Office 365 session (Now done from Entra Admin Center)

Response to Compromised
or Breach Email (in progress)
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3.    Setup MFA
4.    Reset MFA if it was already setup (Do this through Endpoint Manager)
**If endpoint manager is not available through 365 admin, going incognito and signing into
entra.microsoft.com will bring you to the area below as well**

    
5.    Look at sign in logs and take note of irrugular locations. Export data and format into a neat
excel workbook and name it "Summary of Breach for [user's name]". We want to make this a report
that the user's manager can document since banks (or some vendors) will require some of this info
and action plans from our clients to restore access.
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6.    Look in Outlook OWA (or access individual mailbox through exchange admin center) for any
odd rules redirecting emails or deleting emails.
7.    In Exchange Admin Center, pull a message trace for any email sent by that user for a
timeframe that covers the whole breach. Export those results into a second page in the excel
workbook that you started and format it with relevant columns and make it easy for the user to
read.
8.    Look for any Registered devices in Azure that aren't good devices
9.    If user is a Global Admin go to next section
10.  Send an email to the relevant manager of that user with the user CC'd with a small summary
of what kind of compromise it was (session highjack/user provided access, or something else?) and
attach the summary workbook. That will give them the info of when the bad guy got access and
what emails they were able to send and to whom. I am attaching an example email to this
documentation with sensitive data removed but will show what the client should see.

11. If you're fully satisfied that the account is secured again, remove the user from "Restricted
Entities" if they're still there: https://security.microsoft.com/restrictedusers 

Was the User a Global Admin?
1.    Verify if the user needs to be a Global Admin
2.    Remove all unnecessary Global Admins
3.    Look for any outbound connectors in Exchange that don't belong
4.    Look for any rules in Exchange that don't belong
5.    Verify all users have MFA enabled

There is also this company that specializes in digital investigations and stuff, called Asceris. I
am putting their name down here as a potential partner in the future
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https://www.asceris.com/bec if clients ever need a investigation specialist type service that
is more indepth than our own stuff (I don't even know if they're more in-depth yet)

https://www.asceris.com/bec


Apple iPhone's do not have a built in bulk contact export function programmed into them. Rather
they expect that you can share 1 contact at a time, or that you would log into another iPhone with
your iCloud account if you needed all of your contacts. However, there is a way to get a single
vCard file that contains any or all of your contacts. Please follow the instructions below for this
process. As always, please reach out if further assistance is needed, thank you!

1. Ensure that your current (old) iphone has its contacts synced to your iCloud account
You can check this by going to Settings > click on your name at the top > iCloud > Show
All and then make sure "Contacts" is switched on

2. Go to https://icloud.com and login to your iCloud account
3. Click on the "Contacts" icon towards the bottom of the page 

4. Select all of the contacts that you would like to move over to the new phone. You can do
this by holding "Ctrl" and selecting multiple contacts, or by holding Shift and selecting the
last contact to highligh ALL contacts.

5. On the bottom left of the screen, click on the gear icon and then select "Export vCard..." 

Bulk Contact migration on
iPhones
Problem:

Resolution:
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6. The file that downloads can then be emailed to the new phone (or anyone else) and
opened. At that point, the iPhone will ask if you'd like to import all of the contacts in the
file.

This will allow you to move any number of contacts from one iPhone to another without a shared
iCloud account. Have a wonderful day!
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